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JUSCUSSION 


Sonera : 


a. uring the past, both the Soviet (evernnart ead tha Savi st 
Satellise Governuenta increasingly have imposed reetrictions on the 
activities of U.S. officiel representatives on éuty within those sarees, 
The 0.8. Enbaesy, Moscow (Reference 3) bel‘evas thean actions stem from 
two allied but G@iatinot factors; 


a. the "historic Ruseian anf Slay ananteinn +f fareion anieseriag;" 
end, 


S. "The avowed hostility toward the frase wirld nf the progressively 
rosurger.t imperialiem of the present Soviet distetorship, * 
Hotei Corollary to this is the Soviet avaluation of thaim ntrancthened 
snwaer nosition vis-a-vis the U.5. 


5. Restrictions fall within twa borad categorie (Reference 3); 


a. Seourity. ‘The Soviet desire for secretiveness «- to mininize 
security risks -- regulte in en impact in relation to novement of officials, 
size of staffs, availability of infornation, ete, 


ob, Other. Housing, customs arrangements, etc., which are 
attritutable to the immediate reaction of the atmosphere of animosity and 
éross Soviet inefficiency as well as the overall deepeneated conflict 
of interests, 


Rentrictions Imoosed on U.S, Representatives in the USSR: 


4, The treatment accorded U.S, representatives veries from country 
to country within the Soviet orbits however, for purposes of illustrations. 
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 t.ce#iSblona imooaed on United States Air Attache personnal is herein 
uscaliped, (See Inclomre 1, "Restrictions Imposed on United States Air 
Astaciae," U.S, Thesny, Moscow, 5 April 1949), Although this paper 

denis epecifiesliy vith alr. attaches, 1% 19 much broafer: it applies 
*cueli> to practioally all U.S, official representatives on duty in Moscow. 


_.. (>. 4m gemoral, varying degrees of restrictions are imposed, either 
otfisizily or unofficially, in the foliaving cateanries:* 


=, Opry) 
{1) Restricted areas, 
(2) Procedural reatrictiona making travel very difficult, 
{3) Mode of travel restricted. 
» Activition 
(1) The use of cameras. 
(2) Entering public buildings, 
(3) Contact with Soviet oitisens. 


o, Invitations to official functions, and Soviet acceptance of 
U8, invitations, 


ad. Gontact with Soviet officiale: for exemple im the case of the 
U.S, Air Attache, the Soviet Air Force Chief of Staff or any Soviet Air 
Force Officer, 


a, Hiring of servants, labor, Bnbassy help, ato, 


f. Poating of guards on Babaseies and Legntions, and neny 
buildings housing foreigners or their activities. 


& Obtaining automobile driver permits. 
h, local airplane flights in the Noscow area, 
i. Obtaining rians or laisses-passer's. 


6. In conneetion vith the above the Soviets eapley the resources of 
a Foreign Aid Bureau (Surobin) designed specifically to deal with foreign 
nationals, particularly with respect to the handling of domestic problene, 
appointments, excepting military, etc. Requests for travel are processed 
througa Intourist, a parallel organization, 


*These restrictions apply in theory to all foreign representatives; in 
practice, however, they apply primarily to the representatives of non- 
Communist states, 


a 
& 
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7, ‘It is recognized that a strictly reciprocal, U.S. poliay with 
reference to the above would be impracticable, This is particulerly trae 
with respect to extensive controls on the travel of foreign representatives, 
However, it is entirely possible within the existing U.5. Government 
framework to impose and enforce many important restrictions to curtail 
effectively the presently almost unlimited freedom of action which foreign 
representatives now enjoy in the United States, 


8. HJ. Resolution 433, "To provide that the U.S, shall withhold 
from representatives of foreign nations! privileges which such nations 
withhold from representatives of the U.S." 4s considered timely: its 
possible enactment may increase the U.S. Capability to implement « counter 
restrictive policy with more realiem then would be possible, otherwise, 

The question of covering more adequately Soviet and Satellite vsrsonnel 
movewents, ang that of creating corresponding “bottlenecks” in the pursuit 
of normal. day=to~day activities ete, will undoubtedly require additionsl 
U.S. manpower, In addition, overall policy coordination and implements tion 
will require e central organization corresponding to the Soviet Foraign 

Aid Bureau, but broader in concept. In these instances whore adi tionsl 
appropriations are indicated, passage of B.J. Resolution 433 would be ef 
definite eesistance, ; 


U.8,.Objectives to be Considered in Connection with a U.S, Policy ris-sevis 
Soviet and Satellite Representatives: 


9. The principal objectives that U.S, policy should attampt to 
achieve are; 


a, “o better the U.S. strategic position vis-a=vis the Sovlets, 


b, ‘to increase U.S, prestige within the Soviet orbit and the 
non=-Cammunist world in general, 


& ¢. %o alleviate living conditions for U.S. representatives on 
duty within the Soviet orbdit, 


ad. To reduce Soviet espionage capabilities, 


Neture of U.S. Poljey Consistent with U.S, Objectives: 


10, The U.S, Bubassy Moscow (Reference 3) believes that strict 
reciprocity, while possessing the advantage of possibly bettering Living 
conditions of U.S, representatives, would magnify Soviet estimation of 
its own prestign and consequently harden the Soviet attitude aa well as 
reduce the likelihood of the mission (Embassy) executing itu cbserving 
activities, it is believed that this hypothesis is not born ous by fast. 
Recognizing that there is little or no likelihood of the Soviets relaxing 
any restrictions wherein Soviet security is a paramount considerntion, 


e 
a 
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experience proves that the Soviets are primerily respectful of power, and 
therefore thas Soviet prastige vis-a-vis the U.S. vould in all probability 
inorease, whereas a vacillating or halfeway U,5. policy would be lesa 
likely of obtaining any beneficial result, Therefore, in order to achieve 
any of the desired objectives, it is first believed that U,5. policy must 
be stronge 


1i. Wheveas, the Sovicts actually gain in reducing their security 
risks oy many of the restrictions they impose upon 1,3. representatives, 
there is little likelihood that any counter-action imposed against Soviet 
orbit representatives will accomplish much in this direction, even though 
Soviet Governnent activities withih the U.S, play an importent 
part in the Suviet intelligences tystet, The very nature of the U.8, 
Communist Party apparatus, with tbs far-reaching connections, as an instro@ 
mont of Soviet power, insures a hij degree of siccess in intelligence 
collection within the United States, Oountereaction against Soviet orbit 
representatives can at best only hinder their overall activities within 
the U.S, Therefore, the reduction of security riska in believed to be a 
secondary consideration, 


; 12, U. 8, sounter-action can assist inpaecekaiion of U.S. strategy 
indirectly by communicating to the Eremlin that we mean business, Agaia 
a fiym policy will be most likely to succeed in this respect, 


13. Within the above framework, 1} is believed that U,S, poliay | 
should restrict movement to all places of military iuportance, restrict | 
mission staffs to the sane size as those permitted in the case of the U.8. 
in the Soviet Union, control personnel movements within practicable linits, 
impose a maxinon number of uuteance restrictions in all matters pertaining | 
to daily living activities, coctons, viess, etc. U.S, polisy vis-a-vis i 
Soviet satellite representatives on duty within the 0.3, should follow in | 
general that applying to tha USSR, but designed to meet particular \ 
eitoations wherein satellite policy may be in variation to that of the \ 
USSR, more lenient whea Bpplicabdle, ets, ee 


She 


14, In view of the above, anf in consideration of possible favorable 
action on Hd, Resolution 433, it is recommended: — 


a. That the United States adopt a reciprocal cote which will 
apply in theovy to all foreig: official representatives; in practice, 
however, only to Soviet orbit representatives on duty in the United State, 
(See Tab "A" for recommended code), 


bo. That in connection with the paragraph above, an organization 
‘comparable to the Soviet Visitors Burean be established for the purpose. 
of monitoring and coordinating all honesekesping problems of said Soviet 
orbit representatives, 


& 
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ec. That violation of the reference code on the part of any Soviet 
orbit representative will be sufficient reason for requesting their recali. 


6, That the FBI instigate a sufficiently adequate “epot check* 
aysatem to induce a feeling in Soviet ordit representatives thet they are 


being watched. 


5 
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i. In so far as is practicable, to apply restrictions on a "quid | 
pro quo" basis to the representatives in the U, S, of each individual stete 
included within the Soviet Orbit, In no case are these restrictions to te 
more stringent than those applying to U. S, representatives within each 
reapective state. ILLEGIB 


2. Implementation of the following restrictions is considered to re- 
quire no additional expenditure of manpower or funda: 


a. Size of diplomatic mission. A mission's ataff to be limited in 
size to that of the U. S, mission tolerated in each respective Soviet Orbit 
state. 


bo. Taxyefree imports. A limit, expressed in dollar value, to be 
placed on the total quantity of tax-free imports which a mission may bring 


into the U. S. for the purpose of operating such missions. Such imports 
inelude: 


(1) All items of office furniture, fixtures, hovaehold furni- 


ture ,and appliances, such as typewriters, notebooks, papers, pencils, 
ete, : 


(2) al 
beverages, etc. 


(3) Motor transport and related items. 


Any and all items over and above such limit imported into the 
U, S. by a mission to be taxable according to the laws of the U. S. 


a. Customs Inspection. "Laisses-passers" to be required for all 
travel outside the continental U. S, Failure to present such "laissez- 
passers" to the customs officials at the border to entail a cloge inspection 
by customs officials of the personal baggage and belongings of the diplomatic 
representatives, The personal baggage and belongings of wives and/or de- 
pendents. of diplomatia representatives, when not accompanied by the respective 
aceredited diplomatic personnel, to be inspected by customs officials, even 
when the individual is in possession of a diplomatic passport. (See paragraph 
3A, (1) (o) below.) 
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3. Implemantation of the following restrictions will require a 
nominal additional expenditure of manpower and funds: 


ae Special Agency or Bureay. A special agency or bureau to be 
created for the purpose of processing the requests by representetives of a 
foreign nation in the U, S., and to ensure compliance with regulations. 


(1) Travel. 


(a) Travel pithout permits. Travel without permits to 
be limited to a radius of 30 miles of the District of Columbia. 


(b) Iravel with permits. 


j. Travel outside the above area to be performed 
only upon apesial permission by the Bureau. Requests for such 
permission to be processed through the Bureau and to be submitted 
one week in advance. Date, time, and duration of travel, include ILLEGIB 
ing a complete itinerary, purpose of the travel, and full name (s) 
of person (s) performing travel to be submitted together with the 
request. Travel outside the area indicated to be performed by 
common carrier only, 


2. Requests for "laisses-passers" for travel outside 
continental U, S. to be issued by the Bureau. (See paragraph 2, ¢ 
above. } 


(2) for housing, utility services »_ 
Orbit representatives to be required to obtain ali housing, maintenence 
and repairs, furniture, aervant help, hotel accommodations, telephone 
service, garage facilities, etc,., through the special agency or bureau 
listed above by special written requests in each individual case, with 
an explanation of the reasons therefor gubmitted with the requests, 


(3) Migcellansous activities. 


(a) The use or carrying of camerag and binoculars by 
diplomatic representatives not to be specifically forbidden, but any 
time such representatives are seen with one, the camera and/or binocular 
to be confiscated by an officer of the law. Depending vpon circumstances, 
the camerag or binoculars may or may not be returned. 


(b) Certain government and public buildings, determined 
by the State Department, to be placed off limits, except when proper. 
application ig made in writing by diplomatic representatives for ad- 
mission, 


(c) Invitations for representatives of Soviet Orbit 
countries to attend military or social functions to be restricted to 
approximately four (4) mejor parades or receptions per year. No ine 
vitations are to be extended to inspect any military or naval installa- 
tion or equipment, On any visit, representatives are to be accompanied 
by appropriately designated officers or civilian agents who understend 
the Russian language, Attendance at Russian social functions to be 


limited to certain_limited specified U. S. personnel. 
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Actions ZUR at Control S801 
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5S Ree'd January 21, 1956 
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FROM: Hoscew . 
£O2 Secretary of State 
NO3 alg, January 21, 5 p.m. 


Embassy hae glven most careful consideration to request 
contained DEPTEL 8, January 5 for views and recommendations 
regarding reciprocal rentrictive treatment Soviet bloc officials. 


Seems to us that problem, and consequent possibilities 

obtaining principal objective of ameliorating current 

conditions or deterriag imposition further restrictions 
(narticularly in the satellites, China, ete.) by resort 

to reciprocal sanctions, involves assesament fundamental 

Soviet concept diplonatic relations between Hast and Weat 

under exieting or evolving circumstances, Bearing in mind 
historic Rnestan and Slavie suspicion foreign emissarics to. 
whieh is BV oacea the avowed hoatility toward the free world 
_of the progressively resurgent imperialiom of the present 

Soviet dictatership, obtention in the USSR of general. 

operating conditions for foreign representatives comparable 

to accepted international free world standards Looms as ea 

major undertaking, A measure of the depth of Soviet opposition to 
be overcome may be reflected in Viehinasky's remarks at last 

GA taking pride in fact that Soviet secretiveness had 

materia.ly contused Hitlerite military planning. Princtpel 
Ampact Ghie attitude on diplomatic missions is felt in relation 
to moverients officials, size staffs, availability information, e%e., 
where Suviets see security riske, Less essential in eyes Soviets 
to containment mission activities probably are such mattera 

az housing, ctatome arrangenents, etc., Where situation 

now donbtless attritutable as much to immediate reaction 
atmosphere animosity and gxvoss Soviet inefficiency as to 
deep-sented estimata conflict of interests, 
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Esasntial magnitude of problem based our appraisal ita 
engraineé origins does not, however, in our view suggest 
that it cshowld not be faced nor that under given circunstances 
some alleviation of restrictions now in force wight be obtained 
or at least the imposition of additional ones deterred by reprisal. 
Broadest approach might bs effort to convoke within UW franevork 
international body to formulate comprehensive code to govern 
rights and iomuities diplomatiea and consular officials, and 1% 
ia oubnitted that recent devel opments ia China would appear 
_Adkely to make free world peoples particularly receptive ech 
“project this time, On level direct reprisal, believe nasxinun 
achievable in all probability might te improvement Living 
conditions mission yeraonnel with eppreaiably less likelihood 
alteration for better of poacibilitios for execution mission's 
observational activities, 


With regard to neture and method application reprisals, if 
inatitated, presumably imposition of restrictions reciprocally 
comparable in all respects to those in effect in Soviet bloe 
would necessitate legislation, It san be argued that the 
submission of requeat for broad Legislative authority te be 
exercieed at the President's discretion would have the advantage 
of placiug the iesue squarely before the country and obtaining 
Congressional support for funts to implement reatrictive progran. 
On the other hand, from standpoint effect on Soviets, Bnbassy 
inclines feel appearance guch action as Bajor policy determination 
likely magnify Soviet estinate extent engagenent ite prestico 
and consequently harden Soriet attitude, On balance, therefore, 
Embassy believes that at onteet effort should be made confine 
counter measures to those matters concerning which adniniatrative 
action can be taken with minimum official publicity but with 
maxinum practical effect, — 


View divergencies between treatuent Various respects severe). 
satellites Embasay does not believe uniforn counter measures on 
Soviet bloc basis can be contemplated but that counter restrictiow. 
should be applied reciprocally light measuron tn force USSR and 
each satellite separately, At sams tine seens desiratle. 

consult other free nations with view their taking paraliel r 
counteraction vere their mlagions ainilarly restricted, 


As regaris Soviet Union under present conditions, counten. 
restrictions on (1) housing, if feasible, (possibly through 
requesting Soviet Enbasay personnel to reside in D.C.) and (2) 

free customs entry, and (3) the imposition of exit visa 

requirements, would seem have vest chance achieve anelioratire 
effect, Counter meamres (1) as to travel. outaide D.C, and (2) 
denying automobile drivers licenses to Soviet officials aight 

deter further restrictions here, In taking meaeures this nature 
believe should be made clear orally to Soviets that action predicated 
uncooperative attitude by Soviets in providing housing Moscow 


2 
SXCRP - ” : S50 
Approved For Release 2003/04/25 : CIA-RDP80R01731R003400030020-4 


SUCREL 


' Approved For Reldéww@ 2003/04/25 : CIA-RDP80R01731R00@#00030020-4 


(d) Representatives of the Soviet Orbit countries 
to be denied access to social contact with service personnel, 
except when approved by the Department of National Defense, 


(e) Drivers’ licenses to be restricted only to those 
representatives who cen pase a rigid driving test by special 
examiners, Applicants to be failed in proportion to those U. 5. 
Embassy personnel who are failed in Moscow. 


(f) U. 5S. uniformed guards to be placed at atreet 
entrances to offices and living quarters of the Soviet Orbit 
countries for the purpose of observing and recording all move- 
ments » 
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APPTOVERD TS! SRUSINE e IOP ade HOT RETR eee INNO 02 OA as tkoned 
: apartments have been promised for year and half) and wi liingness 
ramové && SOON as appropriate Soviet remedial steps taken, 
Ag to custome, Department aware quota arstea now in effect USSR, 
Presume we would have to determine in advance vhether Soviot 
Habassy importa US exceed our custome duty quota level here 
which azounts about $150,000 annually, i. 


Parhapa desirable conclude note caution. Department will, of 
course, appreciate that, with Soviet regime carrently feeling 
ite oate, impossible entirely exclude danger that imposition 
any direct countemeagures could reault additional restrictions 
here gerionsly compromising present marginal operation Hnbassy, 


Whatever decision urge that prior to initiation of any contemplated 
direet action, proposed measures be communicated Bnbasay for 

study and further recommendation, 

Service attaches cenerally concur thie telegram, althowgh would 
atress desirability institution this time mch countermeasures 

48 are determined to de feasible and appropriate, and request 

pass defense, 


KIRK 


HEMI Sp 
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EXERACTS OF LETTER AD-38-49, FROM OPTICE OF THE ATE 
ATTACHE, AMERICAN EMBASSY, MOSCOW, USS, 
8 April 1949, TO DIRKOTOR OF INTELLIOMIOR, 
ueay 


SUBJECT: Reatrictions Impoesd on United States Air Attaches 


eeemnmGee ean 8 


1. Restrictions in Moscow and vicinity. 
Be Travel. 


(1) There are no travel restrictions within the city 

Linits of Moscov, However, over 706 of the tine 
the Air Attaches have observed that they are fol- 
lowed by Soviet agents ty aatonobile or on foot. 


(3) Travel 4s permitted within a fifty (50) kilometer 

radius of Moscow vith restrictiens es noted in 
dnolosures No. 1, 2 and 3. Travel is pemitted 
through restricted raions in commercial type 
vehicles bat not in private oars. Stopovers are 


not allowed at any tine. (see shaded arses in 
inclosare Ho. 1) 


% Antivities. 


(1) Although our Iebasay has received no formal noti- 
fication that the use of cameras and Binconlars 
is forbidden, yet it is considered hasardous to 
use then in view of past experience. Foreigners 
who have openly carried cameras in the USSE have 
hat them taken away and the file exposed end sone- 
times the caneras were not returned, On 23 February 
1948, Mr. George FP. Winters, Jr., State Department 
Attache here, was taken into custody ty Hilitianen 
for taking harmless photegrephs anf held for four 
or five hours for questioning and finaliy released 
after some intinidation and efforte to get him to 


sign danaging statements saying he ws photographing 
a factory. 
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One foreign Military Attache was detained ty Soviet 
Wilitianen for eeveral hours for using Binoculars 
and accused of taking pictures of Moscow factories. 
Thereafter he wae constantly followed, at tises by as 
many as five or six eutonobies. He vas made the sub- 
ject of numerous newspaper articles describing hin as 
ons of the most ¢angerous of foreign spies. The net 
reaclt wae that the Attache haf to be recalled for his 
usefulness had been greatly iapaired ty the senner ia 
which he was treated hy the Soricte folleting the 
eporode, 


Foreigners may not enter publie baildings except, of 
course, restaurants, hotels, etc., without a 


auch 61 appointment, one aust make Tequest through the 
Soviet Foreign Office. (See inolomre Mo. 4) 


Contact with Soviet citisene te mate extremely 4iffi- 
enlt since they are continually being warned not to 
asscolate with foreigners. Wot only are they warned’, 
but frequently severely admonished an sone tines ED 
rested when contacts with nationals of western powers 
are kept up. 


(a) Only one member of this Rabasay bas, at present, 
a library card to a Soviet Library. This was so 
quired only after answering & Long questionnaire 
on why he wanted admittance, (i.e, to wite a Phi. 
thesia), what subject he we taterested in, why, 
anf what books he would sedd. Sven then he in not 
pemitted to see card files and augt ask for cach — 
book vanted ty name in afivance. None of our Attaches 
have applied for one recently, eo it may be possitle 
to secure ane under the Linitations listed ebora, 


The only invitations extented to Attaches ty the Saviete 
in the past year weres 


(a) Hay Dey Parade. 

(b) Woventer 7th Parade and Noloter Reception that 
followed. 

{o) Red Army Day Reception. 

(a) Jay Air Show. 


“At the parades all US Attaches vere surrounied 
by plain clothes nen ani English apeaking Soviet 
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(8) 


(6) 


officers. The plain clothes agente nade it a 
point to be at the very elbow of the man assigned 
to then. 

~Ho close-up inspection of any equirment Yas per 
nitted, 

~At the reception, no Russians were persitted te 
talk to our officers fer more than lisited greet- 


quickly interrupted and led aay ty OY8 personel 
or told in Rugsdan that "4¢ ie forbidden bo talie 
with foreiqners, * 


With one exception, ai) social invitations extended by 
our Air Attaches te the Soriets and/or mtellite Attaches 
have been refused, ignored, or if accepted, they would 
call up at the last moment with an exonse for not coming 
or just fail to cme at all. The one exeption occurred 
when the undersigned held a speelal reception for all 
Attaches in the Diplasatic Ooleny. Only three OVS 
officers accepted this invitaties ~ no Soviet Air Force 
officers came. Two or three OVS officers attend major 
social functions quite regularly, when invited, al~ 
ways the sane few individoale, 


rr geste requeste have been made over a peried of siz 

(6) months by the undersigned to the Soviet Foreign Of- 
fice for anpointaents to meat the Soviet Air Porse Chief 
of Staff and other Air Force Officers. All of these re- 
quests have been ignored, To date, the undersigned hes 

not met any Soviet Air Officers. eee LLC 


ROT 


2. Restrictions outside vicinity of Masson: 
a. Travel. 


(1) 


(2) 


See inclosures 5 and 6 for those areas where it is 
forbidden to visit. Note that not only are there 
large areas where foreigners nay not visit, dut 
also certain isolated areas and cities, Foreigners 
are not permitted to visit shores of the Black 
except Odeses nor Seviet border areas, 


Prior to going on any trip outeide the fifty (8) 
kilometer radius, procedure outlined in incl csure 
No. 6 (a Soviet requirement), must de ‘followed, 
3 
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(3) 


(4) 


(8) 


when travelling outeide the USSR fron Moscow, ty 
train, it is necessary to pay fur tickets three (3) 
days ahead of tine. Then, 3f you fail to use the 
ticket for any reason, there ia « sadetantial charge 
nade - even if the reaeon wae that the Seviete held 
Up your visa. Tmin tiekete will not be wld to 
anyone unless they have a proner visa in their 
passperts, 


Often one is net on an incoming train by an latouriss 
agent which service one must pay for even though such 
service was not requeated, nested nor desired, Aay taxi, 
tis, eto. that the Intourist agent eeouren for the 


for a light one. Thie represeats sereyal. tines the 
cost in the United States, Many Beparate noves of 
Bagenge nay be forced upen the foreiger with separate 
charges for each nove, The following exemple ite cited 


On a recent trip from Helsink! to Mescow, the Air Attache 
brought tn ceveral nieces of hant Bageage. Intourist 
personnel in Leningrad ingi sted Bpos handl the bag. 
age in the following manner: 
On arrival in Leningrad in one station the bags were 
transferred from train to aute at ten (le) ruties per 

of 


into the hotel. Several hours atorage charges in 
. e (5) rubles per beg, An- 
other ten (10) rubles charge per bag was male to take 


Frequently, we purchase a ticket fron one point to 
another with an interim stop, In this case, the 
traveller is given a slip of paper which he may 
exchange for the ticket necessary for the second 
leg of the journey, There ig a charge of several 
rublee for this exchange, 
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(6) On all trips, as well as in the Moscow area, foreign 
military travellers are closely folicwed or accompanied 
in the same compartment by Soviet agents, Sevriet 
citizens are continually diverted fron contacting U6 
personnel, often with little vieible effort to hide 
the action, 


ae General e 


@, All hiring of servants, Lebor, musicians, eta, nust be 
done throngh a Soviet Agenay called Burobin, All maintanance and repair 


materials for buildings, appliances and for automobiles must be secured 
through that agency, 


(1) fhts serves as a real handicap to US personnel for 
servants can be forbidden to work any longer for 
the US personnel ty Burobin at any time; at other 
times these servants may even atop work themselves, 
When thie happens there is often a real problem in- 
volved in procuring a replacement ~ not because of 

- @ shortage of Russians who would like to work for 
Americans, but decause they are not pernitted to 
work unless they are acceptable to the Foreign 
Office, Obviously, such servants must be polite 
ically eecure ané agree to act ae Soviet agents 
vefore they are permitted to work for foreigners, 
A considerable amount of time and work ig lost 
in the securing and training of new servants, 


b All Embassies and Legations, and many buildings housing 
foreignera or their activities have Soviet Militienen posted at all 


street entrances 24 houre a day, These can and do prevent unrecognized 
Soviet citizens fron entering, 


S. Drivers licenses for private or government owmed vehicles 
are made almost impossible to secure, Only three or four people in the 
US Habasey have been able to secure thea to date. It is Delieved that 
now none of the 4rmed Service Attaches would be given one under any 
circomstance, It is a well known fact that all acotdents involving 
foreleners and Soviet citizens alnost invariably cost the foreigner 
Larges anounts of money regardless as to who was to blane for the 
accident. The employment of Soviet Chanfferus also must have the 
approval of Burobin with the usuel felays, It is known that all 
chauffeurs report the activities end movenents of the foreign per 
sonnel vho employ them to the police. On local trips by automobile, 
they work very olosely with the Sovict agents who trail Embassy cars 
in order that the trailer will not lose contact, 
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a. tLoenl airplane flights in the vicinity of Hoscow are not 
available to foreigners, Except for infrequent arrivale of the Am- 
bassadors aircraft, or on regularly scheduled Soviet Passenger planes, 
no foreigners are allawed to fly im the Soviet Union. 


6. Visa and laissez-paeser requests must de applied for about 
ten days ahend of time and gre received, usually only a few hours be= 
fore departure time, This leaves the foreigner in doubt until the 
last minute as to whether the trip had been approved. Frequently, the 
requested visas and laissez—passers are not received until too late 
to leave at the time planned, 
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